
SINFONIA Data Repository Users Privacy Policy 

Scope of this notice 

This document applies to all personal data linked to a user which is collected while registering an user 

account in the SINFONIA Data Repository hosted at https://sinfonia.cesga.es. 

The de-identification of any patient or study data uploaded by the users must be performed on their 

local computing premises before sending the data to the central server, so it falls out of the scope of 

this notice. 

For the purpose of this document, the term “Data protection legislation” means the European 

Regulation 2016/679 of the European Parliament and the European Council (General Data Protection 

Regulation – “GPDR”). The following terms shall have in the context of this document the meaning 

defined in the data protection legislation: “controller”, “processor”, “third party”, “personal data”, 

“data subject”.  

Processors of your personal data 

In the context of the SINFONIA Data Repository, your data is collected and processed by the following 

organizations for the purposes of keeping a functioning data repository for the SINFONIA project: 

Organisation Categories of 
processed data 

Purpose of 
processing 

Data sources Legal basis 

CESGA (ES) Full name 
Email address 
IP address, access 
date and time,  
generated 
password 
  

Authentication 
Store the Data Base 
of the repository 
Store server logs to 
be able to examine 
potential technical 
problems or claims. 

Registration form 
User uploads 
System logs 

Explicit consent by 
the user (when 
requesting an 
account) 

 

Legal basis for processing your personal data 

Your personal data is processed based on your explicit consent expressed by requesting an account to 

CESGA for accessing the SINFONIA Data Repository.  

Duration of storage of your personal data 

The data will be stored while necessary for the project development and further evaluation and any 

legal requirements related to the accountability of the data controller for decisions based on this data 

from the side of the funding organizations. 

Sharing of personal data with third parties 

As a data sharing platform, your user account name and full name will be visible to the rest of the 

SINFONIA Data Repository users with collaboration and research purposes. 

https://sinfonia.cesga.es/


Location of storage of your personal data 

All personal data will be stored on CESGA servers within the EEA (European Economic Area).  

User rights 

Several rights are recognized by the data protection legislation which users can exercise free of charge, 

subject to statutory exceptions, when the data controller is required by legislation to keep certain data 

or has a legitimate interest to store the data, which includes, but is not limited to, the need to 

document the SINFONIA Data Repository evaluation process for project auditors.  

Contact Information 

CESGA 

DPO email: 

dpo@cesga.es 

Postal address: 

Fundación Centro Tecnológico de Supercomputación de Galicia (CESGA). 

Avenida de Vigo s/n, Campus Sur. 

15705 Santiago de Compostela, A Coruña. Spain 

Phone:  

+34 981 569 810 
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